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TOP TIPS TO 
BE CYBER SAVVY...

Good cyber security is everyone’s 
responsibility, so do your bit to protect  
our patients and their data by following our  
top tips to be cyber savvy!

Use email safely 
Hackers and criminals sometimes use unsolicited 
emails (spam) that contain attachments or links to 
try to trick you into providing sensitive or financial 
information about yourself, service users or your 
organisation. This type of threat is known as 
phishing. Don’t take the bait and watch
out for the warning signs below. 

Is the sender email address real? A quick online search can bring up genuine email domain 
names such as @nhs.net or @xxx.gov.uk

Is the subject relevant to you? If not, act with caution. It could be a trick or it might be that the 
sender has incorrectly addressed the email.

Check the ‘To’ and ‘Cc’ address fields to see where the email has been sent. If the fields 
contain multiple addressees (10s or even 100s), it is likely that the sender is ‘spamming’ potential 
targets and hoping to catch someone out. Don’t be that person!

Does the email contain an attachment? If a source, such as your bank, sends you an email 
with an attachment and this is not a normal method of contact, do not open the attachment! 
High-risk attachment file types include: exe, scr, zip, com, bat.

Does the email contain any website links? Do not click on the link before first checking that 
the website address is legitimate. A link to a genuine website will usually be prefixed with HTTPS, as 
opposed to HTTP. 

Does the email contain any spelling, punctuation or grammar mistakes? Many hackers 
misspell words and use bad grammar on purpose. Emails written in bulk may have visible errors or 
content that does not make sense.

Does the email request any personal information? A common tactic is to request that 
you must provide or update personal information, including bank account details or an account 
password. Never give your login details to anyone!

If an email looks suspect, do not reply and forward it to spam@imerseyside.nhs.uk 
For further information, please visit the NHS Informatics Merseyside website. 

mailto:spam@imerseyside.nhs.uk 
https://www.imerseyside.nhs.uk/our-services-and-products/it-security/


Beware of malware 

Use passphrases 

Lock your screen 

Malware can gain access to your computer as a result of you clicking on a link or opening an 
attachment that causes the software to automatically download onto your computer.

Some malware can enable the hacker to steal data from your computer or your organisation’s network. 
Other types of malware might lock all your files and lead to your organisation being asked to pay a 
ransom to unlock them.

Malware can make computers run slowly or perform in unusual ways but it can also evade detection, 
making it easy for someone to be active on your system without you noticing.

The longer and more complex your password, the more difficult it is to crack. NHS Informatics 
Merseyside recommends the use of a passphrase, such as a quote or a line from a song, which is:

12 characters in length (note: this can include spaces)
Uses UPPER and lower case characters 
Uses either a number or special character, such as @, #, $, %, &, * and +

This passphrase is for your knowledge only, so make sure you keep it private and out of sight of others.

If you see a colleague’s device open and unlocked, lock it for them and gently remind them to do so in 
future. This also applies to corporate mobile devices – activate the lock function so that a password or 
code is needed to unlock them!

Malware is software that is specifically designed to disrupt, 
damage, or gain unauthorized access to a computer system. 

Passwords are the best form of defence we have to prevent 
unauthorised access. 

Locking screens and logging out of systems when they are 
not in use, helps prevent unauthorised access to sensitive or 
confidential information.

Remain vigilant, do not open any suspicious links or attachments and report anything you are unsure of 
to: spam@imerseyside.nhs.uk

If you need help in generating a passphrase, visit www.useapassphrase.com 
For further information, please visit the NHS Informatics Merseyside website.

For further information, please visit the NHS Informatics Merseyside website.

Tip: Press the Windows key + L on your keyboard to quickly lock your laptop or PC

http://www.useapassphrase.com
https://www.imerseyside.nhs.uk/our-services-and-products/it-security/
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